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Distributed validators today

● Distributed validators (DVs) currently take advantage of the fact BLS natively 
supports threshold signatures

● There is no difference between the generation of a partial signature share vs a 
non-threshold signature => can be leveraged to build middleware DV solutions 
between validator and consensus clients

● In case of hash-based signatures (HBSs) the above does not hold anymore!



Threshold HBSs

● Threshold HBSs can be built using SNARKs
○ given a k-of-n setting the aggregator can generate a proof attesting that it verified k 

distinct signatures over the same message and that signers are part of the quorum
○ However SNARK-based aggregation could then be problematic as threshold signatures 

are not raw hash-based signatures but contain a proof as well!

● Would the computation of HBSs over MPC be realistic?



MPC-friendly instantiations

● Using a prime field defined by p s.t. gcd(3,p-1) = 1 is desirable as it lowers the number 
of multiplications in Poseidon2 (e.g. Koala Bear for 31-bit prime fields)



Benchmark using the MP-SPDZ framework



Future work

● Identify the right security model to pick the most efficient MPC protocol (malicious 
two-thirds honest majority?)

● Study time-memory tradeoffs

● More benchmarks (DKGs ?)


